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Hacrosmuit TokyMeHT conepUT HHPOPMAIHIO, aKTyaJIbHYI0 Ha MOMEHT ero coctaienus. OO0 "BCC" ne
rapaHTUpyeT OTCYTCTBHs omMOOK B faHHOM AokyMeHte. OO0 "BCC" octaBnser 3a co6oii mpaBo BHOCHTh
HW3MEHEHUS B TOKYMEHT 03 peABApUTEIbHOTO YBEIOMIICHHSI.

Hukakast yacTh TaHHOTO TOKyMEHTa HE MOJKET OBITh BOCIIPOHM3BEICHA WIIN IIepe/iaHa B KaKkoil ObI TO HH OBLIO
(hopme 1 kakuMu OB TO HU OBLITO cpecTBaMu 6e3 muckMeHHoro paspemienns OO0 "bBCC".

00O "BCC" He rapa"THpYET, YTO CIESMU(DUITMPOBAHHOE B HACTOSIIEM JOKYMEHTE IIPOrpaMMHOE obecrede-
HHE HE CONEPKHT NeeKTOB, OyIeT padboTaTh B MPON3BOILHO BRIOPAHHEBIX YCIIOBHSIX U TIPH STOM YIOBIIC-
TBOPSTH BCEM TPEOOBAHUSIM, KOTOPBIE MOTYT OBITh K HEMY MPEIbSBICHEI.

00O "BCC" He rapaHTHpyeT pabOTOCIIOCOOHOCTh HEJICTaIbHO MOJIYYSHHOTO MPOTrPaMMHOTO 00€CIICUCHUS.
HeneranbpHoe HCTIONBE30BaHKUE TIPOTPAMMHOTO 00ECTIeYeHHUS ¥ IOKYMEHTAIIMN Ha HETO TIPECIIeyeTCs 3aK0-
HOM.

HanmenoBanue OOO "BCC", ToBapHBIii 3HaK @, MPOAYKTHI M UX HauMeHoBaHus "'Cucrema u-
cranunonHoro bankosckoro O6cmysxuanust BS-Client” ("ABO BS-Client") siBnsirorcst HTEIIEKTyalbHOM
cooctBeHHOCTHI0 OO0 "BCC" 1 0XpaHIOTCS NSHCTBYIOIUM 3aKOHOAATESIHCTBOM.

Bce unbie YOOMSHYTBIC B HACTOSAIICM JOKYMCHTC MApKU, Ha3BAHUS IIPOAYKTOB U (I)I/IpM MOTYT ABJIATHCA UH-
TeJ'IJ'IeKTyaJIBHOﬁ COOCTBEHHOCTBIO COOTBCTCTBYIOIIMX BJIAACIIBLICB.
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BBeaneHue

Hacrosmuit JOKyMeHT sSIBISETCS YacThio JoKyMeHTarmu o cuctemam "JIBO BS-Client" sepcun
017.9.870, pyukunonupyomum B pexumax LleHTpanu3zoBaHHON u PacmpeneneHHol cXeM.

Ha Koro opmeHTMpoBaH AOKYMEHT

ﬂOKYMeHT NpeaAHAa3HAauYCH AJI IMOJIb30BAaTCIA KJIMECHTCKOM 4YacTH IOACHUCTEMBI "I/IHTepHeT-KJ'II/I-

CHT .

Ha3HayeHue AOKYyMeHTa

Ha3nauenue MOKyMEHTa COCTOUT B MPEAOCTABICHUU WHGPOpPMAIMK 00 YCTaHOBKE, HACTPOMKE U
obOHoByieHun APM kiuenrta noacucremesl Humeprem-Kauenm.

OpraHusauua AOKYMEeHTa

B 1. 1 «O6mmue cBenenusi» [ctp. 8] mpuBoaurest obmias uHbopMamus o nojacucreme Mumep-
nem-Kauenm.

B 1. 2 «MuacTpyKun mo noaroroeke APM» [crp. 14] npuBenens! moapoOHbIE HHCTPYKIIUH I10
yCTaHOBKE, HAaCTpoitke n oOHOBIeHNN APM KimeHTa moacuctemsl Mrumepuem-Kauenm.

PekoMeHAaUMM NO UCNOJIb30BAHUIO AOKYMEHTa

JIOKYMEHT peKOMEH/IyeTCs MCIIOIb30BaTh M B KAUYECTBE 03HAKOMHTEILHOTO MaTepuana, U B Kade-
CTBe crpaBouHHKa mpu padote ¢ cucremoii "JIBO BS-Client". JlokyMeHT pekOMEHJOBaH KaK JUist
MOCJIE/IOBATENLHOTO, TaK M /ISl BHIOOPOYHOTO U3YUYCHHS.

BHuMaHue!

Mareprall MOXeT COIepKaTh OOJIBIIOE KOJHMIECTBO MEPEKPECTHBIX CCHUIOK Ha APYTHe YacTH IOKY-
MeHTaluu. J[J1si MHTEHCUBHOTO M3Y4€HHs MaTepHaia, ObICTPOTro MOMCKAa HEOOXOOUMOW HH(POPMAIUN
U yIoOHOTrO Mepexo/ia Mo CChUIKaM PEKOMEH]IyeTCs BOCIIONb30BaThCsl KOHTEKCTHOW CIPABKOM CHCTe-
Mmel "[IBO BS-Client": B cipaBke comepXuTcs Hanbosee mojiHas HHPOpPMAIHs O CHCTEME M MOPSIKEe
paboThl ¢ Hell. KoHTeKCTHas cripaBKa BBI3BIBAETCS M3 CHCTEMBI I10 Ha)KaTHU KiaBumu F1.

CornaweHusi no opopMeHUIo

Kapprukamu BBIACIAIOTCA 3HAYCHUA TIoJIeH OKpPaHHBbIX (bOpM " pa3IMYHbIX I1apaMCETPOB.
HaunmenoBanus Pa3aciioB U MYHKTOB MCHIO OTACIIAOTCA APYT OT Apyra CUMBOJIOM —>.

IL]'IH BBIACIICHUA OJIOKOB TEKCTa HCIIOJIB3YIOTCA CIICHHAJIbHBIC CPCACTBA Oq)OpMHeHI/IH, npeacra-
BJIICHHBIC HHMXKC.

NMpunMmevyaHue

CIy>XuT JUIs BBIICIICHHS TOTIONMHAUTENBHON MITH Pa3bsACHAONEH HHPOPMAINH, B TOM UHCIE CCBUIOK
Ha (parMeHTHI JOKyMEHTAIWH, Co/iepIKaIie 0oee moApoOHbIe cBeleHNs. B 0CHOBHOM cliefyeT He-
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BBenenue

IIOCPEACTBEHHO 32 3JIEMEHTOM, K KOTOPOMY OHO OTHOCUTCS, HO MOXKET IIPELIECTBOBATD LIEJION TJ1aBe
WK pa3zieny.

BHMMaHue!

CJ'Iy)KI/IT JUISL BBIACIICHUA BaXKHOU I/IH(l)OpMaI.[I/II/I, Ha KOTOPY1O CJIEAYyET 06paTI/ITI> BHUMAaHHE.

CiyXUT Al BBIICTICHHUS JOTIOJHUTENBbHON HWHOpMAIUH, PEKOMEHIOBAHHOW ISl YriyOJICHHOTO
H3yUYCHHUS CUCTEMBI. B 0CHOBHOM MH(OpMaIus, HOMEUeHHas! TOJJOOHBIM 00pa3oM, MPEACTABISET CO-
00i1 onKcaHue PeKO UCIOJIb3yEMBIX BO3MOXKHOCTEH cucTeMbl. JJaHHYI0 HH(POPMAIHIO MOKHO MpO-
MyCTUTH MPU 03HAKOMHUTEIILHOM YTCHHH.
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Fnoccapun

NMepeyeHb COKpalWeHnn

APM
I'n.
I'p.unHCTD.

JIBO

Hucp.
oC
OCIIO
no
PM
PC
Pazn.
Lc
1C

Asmomamusuposannoe pabouee mecmo.
I'naBa (moxymeHTa).
I'pynna uncmpyxuuii.

JlucraHImoHHOE 0AHKOBCKOE 00CITYKUBaHHE.
Cwm. takxe [enrpanmsosannas cucrema "JIbO BS-Client”, Pacnpenenennas
cucrema "JIbO BS-Client".

Hucempykyusa.

OnepalmoHHas cUCTeMa.

OKkpy’KaroIiee U COMyTCTBYIOIIEE IPOrpaMMHOE 00ecITeueHHE.
[IporpammHoe obecnieueHue.

Pabouee mecmo.

Pacnpeoenennan cucmema "'/I50 BS-Client™.

Pasnen (moxymenTa).

Lenmpanuszoeannasn cucmema "'JIbO BS-Client™.

Llenmp cepmugpuxayuu.

NepeyeHb TepMUHOB

ABTOMATH3UPOBAHHOE
0Oouee MeCTO

ABTomatu3upoBaHHOe pabouece mecto (4PM) - COBOKYMHOCTh KOMITOHEH-
toB cuctembl "JIBO BS-Client". APM 6biBatoT Tpex BHIIOB:

» IIpu pabote cucremsr B pexume [JC APM 6anka - COBOKYITHOCTb KOM-
MOHEHTOB CUCTEMBI, yCTAHOBJICHHBIX Ha BCEX pab0OUMX CTAHIMSAX U Cep-
BEpax 20/106H020 ROOPA30eieHUs V BCEX noopasodeneHuil 0aHka, UMero-
IUX HEMOCPECTBeHHBIN nocTyn K BJ] OaHka.

[Ipu pabote cuctemsr B pexume PC APM 6anka COBOKYITHOCTH KOMITO-
HEHTOB CHCTEMBbI, yCTAHOBJICHHBIX Ha BCeX pabOUYMX CTAaHLUAX U CepBe-
pax OaHka,

*  APM yoanennoii niouwyadku - COBOKYITHOCTh KOMIIOHEHTOB CHCTEMBHI,
YCTAaHOBIICHHBIX B yAaJICHHOW IJIOMIANKe MoApasfeicHus OaHKa, He
MMEIOIICH HEMOCPEICTBEHHOTo JocTyna K bJl 0aHka M ocyIiecTBisio-
et B3aumojeiicteue ¢ APM Oanka mocpeacTBoM mojcucteMsl 'Ore-
patop Ltpux-Komgos";
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I'noccapuit

HNuctpykuus

Kimment

e APM knuenma - COBOKYITHOCTb KOMIIOHCHTOB CHUCTCMbI, YCTAHOBJICH-
HBIX Ha BCCX pa6oq1/1x CTaHIUAX KIIMCHTA.

B pamkax noxymenrammu no cucreme "'J1BO BS-Client" nncrpykuums (co-
KpallleHHO UHCHP.) — TOIPOOHOE OIMUCAHWE TMOCIEI0BATEILHOCTH JICH-
CTBHIH, KOTOpbIe HEOOXOAUMO BBIOJIHUTH B cucteme "JIBO BS-Client” nnn
B CTOPOHHEH CHUCTEME JIJIsl PEHICHUST HEKOTOPO# SJIEMEHTAPHOM 3a71a4uH: OCy-
IIECTRICHUS OTepaliy HaJl OTHUM MM HECKOJIbKUMH OOBEKTAMU CHCTEMBI,
3aIycKa MPUI0XKEHUs, 3aIaHusI 3HAUYCHUH KOHPUIYPAIUOHHBIX MAPaMETPOB
u T.0. [IpuMepbl MHCTPYKIUH: co3faHue / pelakTHPOBAHUE TOKYMCHTA,
MOJIMKCh TOKYMEHTA, U3MEHHUE MapoJis Ui BXoJa B cUcTeMy. [TopsAaoK BbI-
MOJTHEHUST MHCTPYKIMN OMpPECIseTCs peciamenmamu no paboTe ¢ cucTe-
MOH.

IOpuamyeckoe nuIO, MHAWBUAYAIHHBIN NpPEANPUHUMATENh WU (U3NIE-
CKO€ JIMI0, 3aHUMAIOIIeecss YaCTHOW MPAKTHKOW B TOPSAIKE, YCTAaHOBJICH-
HOM [I€HMCTBYIOLUM 3aKOHOAATENbCTBOM Poccuiickoit ®enepanuu, 3aKiro-
yuBIIee ¢ OaHKOM JOTOBOP Ha MPEJOCTaBJICHHUE YCIYT C UCIOIh30BAHHEM
cucreMmsl "IBO BS-Client".
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'nasa 1. O6bwime cBeaeHuns

1.1. ObecneyeHune 6e30nNacHOCTMN AaHHBbIX

[oncucrema Unumepnem-Knuenm obecnieunBaer 0€30MacHOCTh M KOH(DUACHIMAIBHOCTD TOKY-
MEHTO000pOTa ¢ OaHKOM 3a CUET MCIOIb30BaHUS PA3IMYHBIX CUCTEM KPHIITOrpadruecKon 3amiu-
Tl HH(pOpMaLuH, B TOM uncie ceprupuunpoBanabix O@Ch. [Ipu pabote ¢ cucremoit Humepnem-
Knuenm Bech Tpaduk NMPOXOAMT Yepe3 MEXaHU3MbI oOecrieueHUs] O0S30MaCHOCTH COCIUHCHUS C
O0ankoM — mpoTtokoibl SSL winu TLS, mo3posstoiiye NMOBBICUTH HAJACKHOCTh CBSI3U U JIOCTUYh
IOPUIIMYECKH 3HAYMMOro AoKyMeHTooOopoTa. Ilogcucrema Humepnem-Knuenm oOecrieunBaeT
KJIMEHTY 0aHKa yHUBEPCAIBbHOCTh CPEACTB J0CTyNa K ceTu VHTepHeT (pu 3TOM JOCTYII K CUCTe-
M€ MOXET OBITh OCYLIECTBICH M3 JI00O0H TOYKM MHpa C JIIOOOr0 KOMIBIOTEpa — JIOCTATOUHO
MUMETh JIUCKETY C KIII0YaMH 3JIeKTPOHHO-IM(poBoii moanucu — DI1) 1 BO3MOXKHOCTH pacmpejie-
JICHHOTO AOCTYNa K JOKYMEHTaM JIHLI, UIMEIOLIHNX MPaBo NEepBOH, BTOPO MOANKCH, YTO TIO3BOJISIET
UM YTBEPXIATh MJIaTEKHBIH JOKYMEHT 0e3 0053aTeIbHOr0 OJHOBPEMEHHOTO MPUCYTCTBUS B KOH-
KPETHOM MecTe.

1.1.1. 3awmTa KJIro4vYem

Tak kak mogcucTema HHmepHem-K/zueHm npeaHasHavucHa I pa6OTBI C q)HHaHCOBLIMI/I JAOKYMCH-
TaMH, TO MOJB30BATCIIIO CTOUT YACIIATH MOBLIICHHOC BHUMAHHUE BOIIPOCAM Oe3omacHocTH. Mexa-
HHU3MOM I/I,I[CHTI/I(i)I/IKaLII/II/I N OCHOBHBIM MCXaHHM3MOM 3allWTbl JAHHBIX B IIOACHCTCMC ABJIACTCA
KIIIO4 CK?)I/I, XpaHHMHﬁCH Ha CMCHHOM HOCHTCIJIC, TIO3TOMY H€O6XOI[I/IMO HUCKIIFOYUTH JOCTYI K
CMCHHOMY HOCHUTCIIIO ITIOCTOPOHHUX JIUII. CMEHHBIN HOCHTEIb HCO6XOI[I/IMO:

®* XpPaHHUTb B HCAOCTYITHOM MECTE;
¢ HE OCTAaBJIAATh B KOMIIBIOTEPE.

Takke HE CTOMT KONMPOBATH KIIOYM, XpaHSIIMECd HA CMEHHOM HOCHUTEINE, Ha KECTKUW JHUCK
KOMIIBIOTEPA.

Jlyis yMeHbIIeHUST O0palleHU K KJIFOUEBOM JUCKETE TOCIE BXOJa B MOJACUCTEMY KIIIOYCBAsl MH-
(hopMarus 3arpykaercsi B aMsATh KOMIIBIOTEPA U OCTAETCSA JOCTYIHOM 0e3 00palleHHid K KITH0Ye-
BOW JIMICKeTe B TeueHue Bcer pabotrel. KiroueBas nHbopmanus ynanseTcs U3 naMsaT 4epe3 5 Mu-
HYT TIOCJIe TIOCJIEIHETO K Hel oOparieHusi, 100 MpH BBIXOJe M3 MoJcUcTeMbl. [loaToMy, mocie
3aBepIICHUs PabOThI HEOOXOIUMO 0053aTEIBHO BBIUTH U3 MOACHCTEMBI.

1.2. TpeboBaHuA K NporpaMMHOMY
OKPY>XEeHUI0

CropoHHEe MPOrpaMMHOE 00ECIICYCHHE JTOJIKHO OBITh YCTAHOBJICHO 10 YCTAHOBKHA KOMITOHCHTOB
APM xnuenTta noacuctemsl HMumepuem-Knuenm. TpeOoBaHHS K CTOPOHHEMY MPOTPAMMHOMY
00eCrneueHUIO IPUBE/ICHBI B CIICAYIONICH TaOIuIIe.
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OO1ue cBegeHus

Ta6auna 1.1. TpedoBanus k croponnemy IO APM kiauenrta noacucrembl Humepnem- Knuenm

Bua 11O HaumeHoBaHue Bepcuu I1O IIpumeyanus
1o Pexomenn. | IMomnepax.
oC Windows XP, 2003 Vista, 2008, |Idns padote ¢ OC Windows Vista tpe-
Windows 7  |Oyercs cneuuainbHas Hactpoiika OC.
X86 u X64 Windows Vista moamepkuBaeTcst TOIBKO
(Ultimate,  |B peanu3auuu X86.
Professional,
Enterprise, |OC Windows 8.1 RT noanepsxkusaercs
Home TOJIbKO ISl nofacucteM Unmepnem-Knu-
Premium, enm u Bvinucka Onnaiin.
Home
Basic),
Windows 8
X86 u X64
(Windows 8,
Windows 8
Pro,
Windows 8
Enterprise)
Be6-6paysep |Microsoft Internet  |8.0 7.0, 8.0, 9.0,
Explorer 10.0
Tekcroserii | Microsoft Word 2003, 2007, 2010 He o6s3arensho. J{ist arenus RTF-daii-
mpoueccop  [Qpenoffice 23.0,30, JIOB JOKYMEHTOB, C(HOPMHUPOBAHHBIX C I10-
33 MOIIBIO TTOJICUCTEMEL
Penakrop Microsoft Excel 2003, 2007, 2010
AJIEKTPOH-
HBIX TaOJIHI]
I1O nnst pa- |Adobe Reader, 5.0 uBbmme |5.0 u Beimie | HeoOxomumo 11t 9TeHUS JOKYMEHTAIIUU
60thI ¢ 10Ky- | Adobe Acrobat MOJICUCTEMBI
MeHTtanuer | Standart, Adobe
Acrobat
Professional

1.3. TpeboBaHusa K annapaTtHOMY
obecneuyeHuto

Kommebrorep, ¢ KoTOporo OyAeT ocymecTBISTECS padoTa, JODKEH 00JanaTh XapaKTepUCTHKAMH
HE HIDKE CIEAYIOMINX:

1. mpormeccop Pentium 166;

2. 00bem omeparuBHOU aMsatu 32 Mb;

3. 00beMm cBOOGOIHOrO MecTa Ha qucke S0MDb;

4. mpsMO# TOCTYIN B MHTEPHET C MIMPHHON KaHana 512 k6/c u Bbile;

9




—g— AUCTaHUMOHHOEe 6aHHOBCKoE O6CAyXHUMBaHWeE U yrpaBneHue dprHaHcaMu
u electronic banking & cash management

OO01e cBeqeHus

5. Buaeocucrtema, obecrieunBaromias 061acTb S3kpaHa He MmeHee 1024xX768 nukcenei.

1.4. OnuncaHue npouecca noarotoekm APM
KNneHTa noacucrteMbl MHTepHeT-K/IneHT

BHuMaHue!

IMone3oBaremo, npoBogsmeMy ycranoBky CIIO, HeoOXomMMO MMETh IpaBa JIOKAIBHOIO aJMUHU-
ctpatopa OC.

[epen sxcnmyatanueit moacuctemsl Humeprem-Knuenm He00X0ANMO OCYIIECTBUTH YCTAHOBKY H
HACTPOIKy KOMIIOHEHTOB MOICHCTEMBI B CIIEAYIOLIEM MOPSJIKE:

1. Hacrtpolika COMyTCTBYIOIIETO MPOTPAMMHOTO OOECIeUeHHMsI, HEOOXOAMMOTO Il HOpMallb-
HOW pabOTHI C MOJICUCTEMOH.

a. IlepeueHb CTOPOHHErO MPOrPAMMHOr0 OOecreyeHus, KOTOpoe HeoOX0AUMO IpeaABapH-
TEJILHO yCcTaHOBUTH Ha APM knuenra, npuseaeH B pasz. 1.2 «TpeGoBaHus K mporpaMm-
HOMY okpyxenuto» [ctp. 8]. IIpu BbiOOpe Bepcuii ctoponHero [10 HE0OX0AUMO pyKO-
BOJICTBOBaThCsl 0coOeHHOCTsIMH Hcnonb3oBanust [10 (cMm. pasza. 1.6 «OcobeHHOCTH HC-
nosb3oBanus opaysepoB 1 OC pa3nuuHbIxX Bepcuit» [cTp. 11]).

b. B cnydae coequnenust ¢ 6aHKOM MO POTOKOIy TLS HeoOXouMo nmpeiBapUTENbHO BbI-
MOJTHUTBH YCTaHOBKY cepTu(uKaTa, BelAaHHOro 6aHkoM Ha APM mosb3oBaTens moacu-
cTeMsbl. J{71s1 ycTaHOBKM cepTH(HKaTa BOCIIOIB3YHTECh TOKYMEHTAIMeH pa3padoTIrKa.

c. Muna macrpoiiku CIIO BeImoMHUTE AeMCTBHA, ONMUCaHHBIE B Ip. MHCTP. «HacTtpoiika co-
nytctBytorero [10» [ctp. 14].

2. YcraHOBKa KOMIOHEHTOB oJicucTeMbl Mumepnem-Knuenm na APM knuenra. [ ycTaHOB-
KU KOMITOHCHTOB (Cab-(aiijoB) BBINOIHHUTE JCHCTBHS, ONMUCAHHBIC B MHCTP. «YCTaHOBKa /
obHoBIeHHEe KoMITOHeHTOB APM kinenTa noacucremsl Matepuer-Kimuent» [ctp. 23].

3. Hacrpoiika nmapaMeTpoB BXOJa B CHCTEMY C THUIIOM 3alUThl KaHajla OJXHOCTOpOHHHH SSL.
Jlns HacTpoOiiKK mapaMeTpoB BXOJIa BBITIOJIIHUTE JICHCTBHS, ONMMCAaHHbIC B MHCTp. «HauanpHas
HACTpOWKa MapaMeTpoB BXOJa B CHCTEMY C THIIOM 3alllUThl KaHala OJHOCTOPOHHHUH SSL»
[cTp. 26].

1.5. OnucaHune npouecca obHoBIeHus
KOMNOHeHTOoB APM kKJIMeHTa

Oo6Hnosnenne komnoHeHToB APM knueHta moxacucremsl Mumepuem-Kiuenm WHALMHPYETCS Ha
cropoHe Oanka. Eciii Ha cepBepe OaHKa MosBUIICS nakeT oOHoBieHu# (Cab-daitnbs) APM, To npu
BXOJI¢ Ha IIAaBHYIO CTPAHUILY CaiTa WM MOCJIC BXOZA B MOJCUCTEMY OYJIET NMPEUIOKEHO YCTaHO-
BUTH KoMoHeHTHI ActiveX. J[71st TOro 4ToObI YCTaHOBUTH KOMITIOHEHTHI APM KiTHEeHTa mojacucTe-
MBI BBITOJIHUTE JCUCTBHS, OMMMCAHHBIE B HHCTP. «YCTaHOBKA / OOHOBIICHHE KOMIIOHEHTOB APM
kiaueHTa nojacuctemsl MaTepaer-Kiment» [crp. 23].
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I ]CTaHLMOHHOEe 6aHKOBCKOE 06CcnyXKMBaHWe U yrnpasneHue pruHaHcaMM

@ electronic banking & cash management

OO1ue cBegeHus

NMpuMmevyaHue

IMopsinok neicTBUi, KOTOPBIA HEOOXOAUMO BEINOIHUTH JJIs1 YCTAHOBKHU MaKeTa OOHOBJICHUH HE OTIIU-
YaeTcs OT MOPSIIKa ACHCTBHIA MPU TIePBOHAYAIBHOW YCTAHOBKE KOMIIOHEHTOB IOJICHCTEMbI, TIPOU3BO-
JIUMBIN C caliTa OaHKa.

B cirydae oTka3a OT ycTaHOBKH IakeTa OOHOBIIEHHI HET rapaHTHH, 4TO ToJcHcTeMa OyneT pabo-
TaTh JOJHKHBIM 00pa3oM.

1.6. Oco6eHHOCTU NCNoJib30BaHUA
6pay3epoB n OC pas3/simyHbIX BEpCcun

1.6.1. OcobeHHocTHn pabotbl ¢ OC Windows Vista

B OC Windows Vista peannzoBan MexaHH3M KOHTPOJIS YYETHBIX 3anucei nmoib3oBareneit (UAC),
MPU3BaHHBIN MOBBICUTH 0€30MACHOCTh CHCTEMBI. [IaHHBII MEXaHU3M B YHUCJIEC MPOYEro OCYIIECT-
BJISICT KOHTPOJb OOpAaleHUs] NPUIOKEHHUH K (haitmam sxecTkoro aucka. [Ipy MOmbITKax 3amucH
NPUIOKCHUEM JIaHHBIX HAa JKSCTKUH JIMCK, a TaKKe IMPU TOMBITKaX YCTAHOBKHM MPOrPaMMHOTO
obecrieyeHusl, MeXaHH3M KOHTPOJISL YUYETHBIX 3alucei 00 TpeOyeT MOATBep)KACHHUS HE0O0X0IH-
MOCTH BBITIOJIHEHUS JericTBus (cM. puc. 1.1), mubo 3ampemniaeT ero.

KoHTponb yY4eTHLIX 3anHCei Nonb3oBaTenel E

@ Windows Tpebyerca paspewenne Ha NPpooODHEHHE

Ecnm 310 D.EIT1L_I'BI-'1E JanyweHo BaM1, To HDDD.DJ'DKBI—‘&TE.

@ YeTaHoBwMKk HaacTpoek Internet Explorer
( Microsoft Windows

jcseqemg MNpoaomuTe | OTHeHa I

KoHTpone yyeTHbx sanucel (UAC) nomoraeT npegoTEpaTHTE
HECAHKLIMOHWPOBEHHBIE MEMEHEHMA HA KOMMBKITEDE.,

Puc. 1.1. 3anpoc UAC noaTBep kaeHUsI HEOOXOAUMOCTH BBITIOJTHEHHS TelCTBUS

[TockonbKy KIMEHTCKAsl YacTh MOACUCTEMbl MHmeprnem-Knuenm B mpoiiecce cBoei paboTel o0pa-
maercs K (aityiaM jKeCTKOTO JUCKA, TO JUIS MOJIHOIIGHHOW paboThl TpeOyeTcs OO0 MOCTOSHHOE
MTOATBEPKICHHE HEOOXOAMMOCTH BHITIOJHEHUE JCUCTBUS, TMOO OTKIIOYCHHE KOHTPOJIS YYETHBIX
3aIIiCEH.

OOpareHre KINEHTCKOM 9acTH MoJcucTeMbl Humepnem-Knuenm K KeCTKOMY TUCKY OCYILECTBII-
S€TCS B CIEAYIONINX CIyqasx:

* VYcraHOBKa 3arpyaeMbIX IpU BXoJie Ha caiit cab-daitnoB kpunrorpadguuecknx OHOIHMOTEK U
kommoHeHToB ActiveX. B npomecce ycranoBku UAC Oynet 3amnpaiiiBaTh MOATBEPIKACHUS O
HEOOXOTUMOCTH MPOBEICHUST YCTAHOBKH (cM. puc. 1.1).

*  OcymiecTBieHHE KpUNTOTrpaUIEeCKUX OMEpaldil MOINICH JOKYMEHTOB ¥ IPOBEPKH MOITHCH.
Ecnu kpunrorpaduyeckne KIFOUU XpaHITCS Ha )KECTKOM JUCKE KOMIBIOTEPa, TO MPH HCIIOIb-
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I ]CTaHLMOHHOEe 6aHKOBCKOE 06CcnyXKMBaHWe U yrnpasneHue pruHaHcaMM

@ electronic banking & cash management

OO01e cBeqeHus

3oBanuu psaga kpuntorpaduit UAC 3anpemaer obpamieHne K KpUnTorpauieckuM Kiroyam
(cm. puc. 1.2). B aTom cityyae HeoOXoauMo THO0 pa3MerieHre KpUNTorpahuieckix KiIryen
Ha CMEHHBIX HocuTemsx (cM. pasza. 10.4 «Hacrpoiika mapamMeTpoB KIFOUEBBIX HOCHTEINECH a0o-
HeHroB  OII»  mok.  Pykogoocmeo  noavzoéamens), ymbo  otkmouenne UAC
(cm. mHCTp. «Hacrpoiika Windows Vista» [ctp. 20]).

Windows Internet Explorer E2

Konkoum He MpownK npoBepky. YBeauTecs, 4T B CHMTRIESHIWES
! . YCTPOWCTBO YCTEHOBNEH TPefyeMuld KIHYEE0R HOCUTENL W
NapaMeTpel KNKYEEOro HOCMTENR BoIDpaHHOro aDoHeHTa
HaCTpoEHE! BEPHO.
MonpoQyiTe NOBTOPKTE ONEPSLMKD e pas, B cnyuyae HeyoauM,
nowanylicTa, ofpaTuTecs B cnyxby nogaep+ikn Bawero banka
(Owwmbka BeinonHeHrA, Error {number: -9) on exec function:
GetUserUID (@ain 0TKPEITOrD KNKYS HE HARAEH MAK
nospexaeH)).

Puc. 1.2. CooOiienue, Bo3Hukawiuee npu 3anpere UAC odpaieHnsi K KpunTorpagpuyeckum Kiwo4am

CoxpaHeHHE MapaMeTpoOB KIIOYEBBHIX HOCHUTENEH JIOKalbHO B (aiijie Ha >KECTKOM IHCKe
(cm. pa3a. 10.4 «Hacrpoiika mapaMeTpoB KJIFOUYEBBIX HocuTeled aboHeHToB DII» mok. Pyko-
600cmeo noavzogamenst). Ilpu MOMBITKaX COXpaHEHUs MapaMeTpoB Ha xecTtkoMm nucke UAC
3ampeniaeT odpaiieHue K JucKy. B aToMm ciydae Taxke HeoOXonumo aubo pazmenienue daii-
Ja ¢ mapaMeTpaMy KIIIOYeBBIX HOCHTENEH Ha CMEHHBIX HOCUTeNsIX, Mubo oTkmouenne UAC
(cm. mHCTp. «Hacrpoiika Windows Vista» [ctp. 20]).

OcranpHbIC MPOIIECCH], BBIMOTHIEMBIC KIMEHTCKOW YacThlO0 MOACUCTEMBI Wnmepnem-Knuenm,
npu ucnonb3oBanuu Windows Vista nmpoTekaroT Tak ke, Kak MpH MCHOJIb30BaHUK 00JIee paHHHUX
npoaykToB cemeiictea Windows.

JInst OTKIIFOUCHHUSI KOHTPOJISE YYETHBIX 3alMCeH, €CM 3TO HEOOXOAMMO, BBIMOJHUTE JCHUCTBUS,
omnucanuble B uHCTp. «Hactpoiika Windows Vista» [ctp. 20].

1.6.2. Oco6eHHOCTM NeyaTn AOKYMEHTOB B Internet
Explorer

[MTeuats mokymeHTOB B Opay3sepe Internet Explorer moxxeT ocymiecTBISTBCS HEKOPPEKTHO B CIIY-
Yyae MCIOJIb30BaHUs AJIS MapaMeTPOB MeYaTH 3HAYCHUH 10 YMOIYaHUIO WIH HEJONMYCTHUMBIX 3Ha-
YeHuH: neyaraemas opma MOKET HE IMOTHOCTHIO OMEUIATHCS Ha JHUCT. [ KOpPEeKTHOMH MedaTH
JIOKyMEHTOB HEOOXOMMO M3MEHUTh 3HAYCHUs ITapaMeTpoB neuyatu Opaysepa Internet Explorer B
cootBercTBHH ¢ 1. 13 - m. 20 uHcTp. «Hactpoiika 6pay3sepa Internet Explorer» [ctp. 14].

NMpuMmevyaHnue

Ipu ucnone3oBanuu Gpaysepa Internet Explorer 7.0 moxxer Bo3HHKaTh mpo0ieMa, CBSI3aHHAS C He-
BO3MOXHOCTBIO 3aIpeTa aBTOMaTUYECKOT0 CXKATHS IeyaTaeMbIX (opM 10 pa3MepoB CTpaHHUIIBL. ABTO-
MAaTHYeCKOe CXKaTHE MPH HEKOPPEKTHO 3aJaHHBIX pa3Mepax MOJNeH CTPAaHUIBI MOXKET NPUBOIHUTH K
HEJIOITYCTHMOH CTETIeHH CXKaTHs IedaTaeMbIX ¢opM. B ciydae ecnmm B Bameit Bepcun Gpaysepa oT-
CYTCTBYET BO3MOXKHOCTb YIPABJICHHS aBTOMATHYECKHM CXKaTHEM IIPH Ied4aTH, YCTAaHOBUTE MOCIE.-

12



—g— AUCTaHUMOHHOEe 6aHHOBCKoE O6CAyXHUMBaHWeE U yrpaBneHue dprHaHcaMu
u electronic banking & cash management

OO01e cBeqeHus

Huid makeT ooHoBneHus 1st OC Windows. TloapoOHas nHdopManus 06 OMHCaHHO# mpobiieMe H3J10-
JKeHa B ciieyrolneii crarse: http://support.microsoft.com/kb/932538/.

1.6.3. OcobeHHOCTM MacwTabupoBaHuna B Internet
Explorer

IIpu pabore ¢ HEKOTOPHIMH BHIaMHK JOKYMEHTOB B Gpaysepe Internet Explorer otaensasie u3 mo-
Jel MOTYT OTOOpa)kaThCsl HEKOPPEKTHO. ITO MOXKET OBITH CBS3aHO C HEMPABWIHHBIM BHIOOPOM
MacimTada BeO-cTpaHUIlbl. J[1s KOPpEeKTHOTO0 0TOOpaKEHHUS BCEX TOJIEH B JOKYMEHTaxX HE0OX0IH-
MO Tiepej HauaroM paboTsl B Opaysepe Internet Explorer ycranosuts macmrrab "*100%"".

1.6.4. OcobeHHOCTM YycTaHOBKM APM KnmneHTa
noacucrteMbl MHTepHeT-K/iineHT Ha BUPTYasibHbIX
MallMHaXx

B ClIydac €CJIM IJIAHUPYCTCS BBINMOJIHUTL YCTaHOBKY APM knueHrta IOACHCTEMBI HHmepHem-
Knuenm Ha BHpTyaﬂLHOﬁ MAalInuHeE, HCO6XOI[I/IMO OpeaABapUTECIbHO 00€CIIEeUUTE.

1. [doctyn BUpTyaqbHOH MaIllMHBI K ceTu MHTEepHeT.

2. Jloctym k HocUTeNaM KirtodeBort nHpopmarmu USB-TokeH.

13


http://support.microsoft.com/kb/932538/

I ]CTaHLMOHHOEe 6aHKOBCKOE 06CcnyXKMBaHWe U yrnpasneHue pruHaHcaMM

@ electronic banking & cash management

NnaBsa 2. MHCTpYyKUMM NO
noarotoeke APM

2.1. Hactpounka conyrtcreyrouwero NO

Hactpoiiky comyrtctytomiero [10 Heo6X0auMO BBITOHHATH AJI1 TOATOTOBKH APM kimenTa mon-
cucremsl Mnmepuem-Kiuenm (cMm. paza. 1.4 «Omucanue mporecca ToArotoBkn APM kimeHTa
moacucteMel Muatepuet-Kimment» [ctp. 10]).

2.1.1. Hactpoika 6paysepa Internet Explorer

Jlns macTpoiiku Opaysepa Internet Explorer:

1.

2.

CranmapTHbIM 00pa3oM oTkpoiite Opaysep Internet Explorer.
Bribepute myunkt mento Cepsuc (Tools) — CroiicTBa o6o3peBaress (Internet Options).
Otkpoertcst okHo CBoiicTBa O603peBarens (Internet Options).

IMepeiiaute k BKiIaake besonacuocrs (Security).
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—g— AUCTaHUMOHHOEe 6aHHOBCKoE O6CAyXHUMBaHWeE U yrpaBneHue dprHaHcaMu
u electronic banking & cash management

Wucrpykuu no noaroroske APM

CeoiicTBa obo3peBaTensa EE

CoAepdaHHe | Mok nHHeHHA | Mparpardtel | A0NoAHKTENEHD
CIALLHE BezonacHoCTE K. OHBHABHUMANEHOCTE

BribepHTe 30HY ANA HACTROMKH B2 NapaMeTpoE DE30NacHOCTH,

@ €« v 0O

MHTEpHET MecTHaa HaaewHeie y3nel  OrpaHy-en ™
1 | 3

WMHTEepHeT
b=} |
0 JoHa anAa ysnos MHTepHETa, Kpome

EENHYEHHELX B 30HBl HaAE¥HBIX H
Or paHMYEHHELX Y¥ZN0E,

~ ¥poEeHE BESONACHOCTH ANA 3TOH 30HEI
PazpelleHHEIe YPOEHH: 0T CPEAHEMD A0 BEICOKOrD

- I - Bblwe cpegHero
- MoaxoanT 4NA SONBWHHCTES Y3N0E
K i - 3anpoc Nepes sarpysKoA oNacHoro Co4epMHoro
= = - HenoAnHEaHHRIE 30EMEHTER! ACtives HE Sarpy¥arToA

Apyron. .. Mo Moy aHHH |

BeIOpart ypoEeHs DESONACHOCTH MO YMONHaHMHD 405 BCEX 30H |

DTMEHS [TEMHMEHHTE: |

Puc. 2.1. Bkaaaka Ge3onacHocts okHa CBoiicTBa o603peBareisi Opay3epa Internet Explorer 7.0
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I ]CTaHLMOHHOEe 6aHKOBCKOE 06CcnyXKMBaHWe U yrnpasneHue pruHaHcaMM

@ electronic banking & cash management

Wucrpykuu no noaroroske APM

Internet Options 7 x|

General  Securiby |F‘rivac3-' I Content | Connections I Progrars | Sidvanced I

Select a zone ko view or change securiby setkings.

o @ v oF

Inkernet Local intranet Trusted sites Restricted 5 -
4 | »

Internet .
. . . Sites |
@ This zone is For Internet websites,

except those listed in trusted and
restricted zones,

— Security level For this zone

Custom

Cuskam sekkings.,
- To change the settings, click Custom lewel.
- To use the recommended settings, click Default level,

Custom level,,, Default level |

Reset all zones ta default lewvel |

OTMEHS | anﬂEHHTbl

Puc. 2.2. Bkiaaka Ge3onacHocTh okHa CBoiicTBa 0003peBarens opay3epa Internet Explorer 8.0
5. Bwibepure 30ny "'Viurepuet' (""Internet') s HacTpoiiku ee 6€30MacCHOCTH .

6. B Onoke YpoBenb 0e3omacHocTH 1Js1 3T0if 30HBI (Security level for this zone) naxmure
nocnenoBatenbio kHonky I[lo ymomuanuiw (Default level) 3atem knomky JIpyroii...
(Custom level...).

7. Orkpoetcs okno ITpaBuiia 6e3omacHocTn (Security level).
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I ]CTaHLMOHHOEe 6aHKOBCKOE 06CcnyXKMBaHWe U yrnpasneHue pruHaHcaMM

[BSS5]

electronic banking & cash management

WNucrpykuu no noaroroske APM

Security Settings ﬂ E |

Loose xaML

{3 Disable
{¥)} Enable
) Prompk

) Cisable

{¥) Enable

{3 Prompt
,_G:g %P5 documents

{) Disable

{*} Enable

) Prompt

,\
i Akt Teebeole s closiee

4

._Og Windows Browser Applications

| o

—Reset custom setkings

Reset to: IMedium

j Reset |

[ o ]

Cancel |

Puc. 2.3. Oxno IlpaBuna 6e3onacHocTu

8. B Onoke IMapametpsl (Settings) 3anonHuTe 1MOJIS MTapaMeTPOB COTJIACHO 3HAUYCHMSM, MIPUBE-

JIEHHBIM B CIIEAYIOIIEH TaOIuIIE.

NMpuMmeuanue

AHrnumiickue u pycckue TepMHUHBI IPUBEICHBI Y€Pe3 KOCYIO YepTy.

Tadomauua 2.1. [TapameTpsl 6e3omacHocTy 131 6paysepa Internet Explorer

Hactpoiika

3HavcHHE [Ipumeganme

ActiveX controls and plug-ins / DnemenTsr ActiveX i MOy TH TTOKITIOUCHHS

Download signed ActiveX controls / 3arpy3ska moa-
MHACAHHBIX 1eMeHTOB ActiveX

Enable / Pa3pemuts

Download unsigned ActiveX controls / 3arpy3ka He-
IMOAMMCAHHBIX AeMeHTOB ActiveX

Disable / Otknrounts

Initialize and script ActiveX controls not marked as
safe / Ucnons3oBanue daeMmenToB ActiveX, He mome-
YEHHBIX KaK O¢30ITacHbBIC

Disable / Otkimrounts

Run ActiveX controls and plug-ins / 3amyck
anmeMeHTOB ACtiveX 1 MoysIel TIOAKITIOYEHIUS

Enable / Paspemuts

Script ActiveX controls marked safe for scripting /
BrImonHATE cClieHapuy 371€EMEHTOB ActiveX, mome-
YEeHHBIX KaK Oe30MacHbIE

Enable / Paspemuts

Automatic promting for ActiveX controls / ABroma-
THYECKHUE 3aMpOChl 3JIEMEHTOB yrpasieHus ActiveX

Enable / Paspemuts
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I ]CTaHLMOHHOEe 6aHKOBCKOE 06CcnyXKMBaHWe U yrnpasneHue pruHaHcaMM

[BSS5]

WNucrpykuuu no noaroroske APM

electronic banking & cash management

Cookies / ®aiier "cookie"

Allow cookies that are stored on your computer /
PaszpemunTts ucnosb3oBanue (aiiioB «CooKie», koTo-
PbBIC XpaHATCA Ha BallleM KOMIIBIOTEPC

Enable / Paspemuts

Allow per-session cookies (not stored) / Paspemuts
HCIIOJIb30BaTh BO BpeMs ceaHca (aiiios «cookie» (u3
CETH)

Enable / Paspemuth

Downloads / 3arpyska

File download / 3arpysxka ¢aiina

Enable / Paspemuts

Font download / 3arpy3ka mpugra

Prompt / TIpenarats

Java / d3bik Java

Java permissions / Paspemenus Java

High safety / Boicokas Ge3-
OIIaCHOCTh

Miscellaneous / Pasznoe

Access data sources across domains / Jloctym k uc-
TOYHHUKAaM JaHHBIX 3a MpeAcjIaMu JOMCHA

Disable / Otkinrounts

Drag and drop or copy and paste files / ITepetacku-
BAHUC WKW KOITMPOBAHUC U BCTABKa (I)aflJIOB

Prompt / TIpensnarats

Installation of desktop items / YcraHoBka 311eMeHTOB
pabouero cToja

Disable / Orkmrounts

Launching programs and files in an IFRAME / 3a-
MyCK NMpuiIokeHui u aiinos B okHe IFRAME

Disable/Otxmounts

Navigate sub-frames across different domains / I1e-
pexon MexXay KaapaMu 4epe3 pa3Hble JOMEHBI

Disable / Otkinmrounts

Software channel permissions / Paspenienus kanana
IporpaMMHOTO obecnieyeHust

High safety / Beicokas Ge3-
OIacHOCTh

Submit nonecrypted from data / Ilepenaua He3amrmd-
POBaHHBIX JAHHBIX (OpM

Enable / Paspemuts

Userdata persistence / YcToianBOCTh JaHHBIX TO-
JIB30BATCIIA

Enable / Paspemuts

Allow script-initiated windows without size or
position constraints / PaspermaTh 3amyIieHHbIE Clie-
HapueM OKHa 0e3 OrpaHUYeHH Ha pa3Mepsl U MoJI0-
JKCHHUC

Enable / Paspewuts

Heobxomumo Ha-
CTPOWTH MapamMeTp
It Opay3epoB Bep-
cun 6.0 u BhIIIE

Scripting /

Cuenapuu

Active scripting / AKTHBHEBIE CIieHApUH

Enable / Paspemuts

Allow paste operations via script / Paspemmuts omnepa-
WX BCTaBKH M3 CLICHApUsA

Disable / Otkmrounts

Scripting of Java applets / Beimonusts crienapuu
NPUIIOKEHHH Java

Disable / Otkinrounts

9. Haxwmure knonky OK okna IlpaBuia 6e3omacuoctu (Security level) mst 3aBeprienuns Ha-

CTPOIKHM TapaMeTpoB 0€30MacCHOCTH.
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I ]CTaHLMOHHOEe 6aHKOBCKOE 06CcnyXKMBaHWe U yrnpasneHue pruHaHcaMM

[BSS5]

electronic banking & cash management

WncTpyknun no noaroroske APM

10.

11.

12.

13.

14.

HpI/I HCO6XOI[I/IMOCTI/I Z[O6aBBTC aapec caiita 0aHKa B CIIMCOK JAOBCPCHHBIX CalTOB:

a.

d.

[epeiinute k Bkiaagke Bbe3omacHocts (Security) oxkna CsoiictBa OGo3peBaresis
(Internet Options).

Bribepute 300y "'IloBepennrie canTe’ ("Trusted sites') u HaXMUTE KHONKY
Yiaanl (Sites).

B OTKpBIBIIEMCSI OKHE B IOJIE BBOJA BBEAUTE apec caiiTa OaHKa M HaXXMHUTE KHOIKY
Ho6asuth (Add).

3akpoiiTe OKHO.

HaCTpOﬁTC JOMOJHUTCIILHBIC MMapaMETPhI 0e30MacHOCTH.

a.

IMepeitnute k Bruaake domomnurteabHo (Advanced) okuna CroiictBa O0o3peBaTesisi
(Internet Options).

B 6soke IMapamerpsni (Settings) zamomaurte mons Beioopa SSL2.0 (Use SSL2.0) u
SSL3.0 (Use SSL3.0) rpynmer Be3omacuocts (Security).

Haxxmure mociemoBarensHo kaonky Ipumenuts (Apply), 3atem kaonky OK s coxpane-
HHsl BHECEHHBIX M3MEHEHUIA.

Bei6epure nmynkT merto @aiin (File) — IMapamerpsi crpanuusi (Page Setup).

Ortkpoetcst okHO IlapameTtpsl cTpanunsi (Page Setup).

Page Setup m |

— Paper Optionz Mong (M) ——

Fage Size: Left; |2D

|t = e

&+ Portrait " Landscape Top: |1 0

[ Piint Background Colors and Images Bottom: |5—

v Enable Shrink-ta-Fit
 Headers and Foaters

Header: Footer:

I-E mpty- j I'E mpty- j

I -Emnphy- j I -Ernphy- j
I -Emnphy- ﬂ I -Ernphy- ﬂ

Change Font |

Ok I Cancel |

Puc. 2.4. Oxno Ilapamerpsl cTpanuns! (Page Setup)

15. B Onoke Ilapamerpwsr Oymarm (Paper Options) 3anonnure moie BbeiOopa KHuKHast
(Portrait).
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I ]CTaHLMOHHOEe 6aHKOBCKOE 06CcnyXKMBaHWe U yrnpasneHue pruHaHcaMM

[BSS5]

electronic banking & cash management

WNucrpykuuu o noarotoske APM

16. [ns noneit 6noka IMosst (mm) (Margins (millimeters)) ycranosute crienyrorye 3Ha4YCHHUS:

a.

b.

d.

JleBoe (Left) — ne 6omee ""20";
ITpaeoe (Right) — He Gonee **5';
Bepxnee (Top) — ve 6onee ""10"";

Hu:xnee (Bottom) — we 6omee "5,

17. Bo Bcex nomsx Beibopa 6moka Kosonturyasl (Headers and Footers) Beibepute 3HaueHue
ll_HycTo_ll (II_Empty_ll).

18. B mexoTophIx Bepcusx Opaysepa Internet Explorer peannsoBana BO3MOKHOCTh YMEHBIICHHUS
pa3MepoB MeYaTaeMoro JOKyMEHTa 10 Pa3MepoB CTpaHuilbl. JlaHHas QyHKIHS T0JKHA ObITh
oTkmoueHa. Jist oTkIoueHss QYHKIMU CKAaTUS CHUMMTE 3aroyiHeHue 1ojsi CoKuMaTh 1o
pasmepy crpanuusl (Enable Shrink-toFit).

NMpuMmeuvanue

ITpy ucronbp30BaHIM HEKOTOPHIX Bepcuii Opaysepa Internet Explorer ¢gyrkims aBroMaTidecko-
TO CKaTHs TPH MeYaTH MOXKET OBITh BKIIIOUEHA 0e3 BO3MOXKHOCTH ee OTKIIFoYeHHms. Perrenue
po06JIeMBl YIIPABICHNST aBTOMATHIECKIM CXKATHEM OIMMCAHO B pasx. 1.6.2 «OcobeHHOCTH meda-
TH 10KyMeHTOB B Internet Explorer» [ctp. 12].

19. I[J'ISI MpoYUux MmapamMeTpoB OCTAaBbTEC 3HAYCHUA 110 YMOJTIAHULO.

20. Haxwmure kHonky OK 11 coxpaHeHus1 BHCCEHHBIX U3MCHCHHHT.

2.1.2. Hacrtpoika Windows Vista

B cinyuae ucnosnb3oBanuss OC Windows Vista pekoMeHIyeTcs: OTKIIOYUTh MEXaHU3M KOHTPOJISI
y4deTHbIX 3anuceit (cM. pasa. 1.6.1 «Ocobennoctu padotsl ¢ OC Windows Vista» [ctp. 11]).

OTKIIIOYCHHE MEXaHW3Ma KOHTPOJIS YYETHBIX 3alicel, ecll 3TO HEOOXOIUMO, OCYIIECTBISETCS
cleayIomuM o0pa3zom:

1. OrobOpasure nanensb ynpasienus Windows (Control Panel).
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2.

3.

4,

5.

B

Cwcrema v ee obonykmsaHne
Havane patote ¢ Windows

PESEF}EHCE KoNWPOBEdHHE JaHHBIX
KoMNBeHOTERS

BEesonacHocTts
Mpoeepka cOGHOBASHKA

fﬂ' PaspelueHre 3anycka Nperpammel
yepes Bpanamayzp Windows

CeTb 1 MHTepHEeT
MpocMmoTp cocToAHKA CETH M 33434
Hacrpoika oBlwere gocryna k gainam

ObopyaoeaHwe W 3BYK
ABTOMATHYECKOE BOCTIPOUZBEEHHME
KOMN3KT-ANCKOE M APy HoCuTened
MpuHTEp

MeiLue

MporpamMme
¥aaneHue nporpamMmel
HacTpoiika asTozarpy3xs nporparm

YueTHble 3anmck

noAL30BaTeENnen
@ |r'13|'-,|EHEHIr1E TANA }"‘-IETHCI:i FANKUCK

Odopmnerne n

NepPCoOHanM3aLa

WMamenenne drioHoBOMD pUCYHKE paBoderc
cTona

WMzmeHnTE LUBETOBYHD CXEMY
Hactpofika paspelueHna 3kpaHa

Yacel, A3LIK 1 PervoH

CrieHa KN3aBMaTypbl MK 4pyTrx cnocoboe
BECA3

MzpreHerne Asbika oToBpakeHna
WHTEpeRca

CneumancHble BO3MOMXKHOCTH
Pekcmengyemere Windows napamerpel
OnTumMusaums oToBpakeHna Ha 3KpaHe

,ﬂ.DI’IDﬂHHTEﬂthIE napamMeTpbl

Puc. 2.5. ®parmenT naneau ynpasienus Windows

BriOepuTe MyHKT Y4eTHbIE 3alIUCH M0JIb30BaTeJIeH.

Cucrema OT06p8_31/IT OKHO HaCTpOfIKH YUCTHBIX 3aIKCel IMOJIb30BaTeICH.

% YueTHLIe 3aNWCK NOAL30BaTENEN

zmeneHne PHCYHED Y WHETHOM 33MucK

@ MpegocTaBneHne Apyrae NONB30BATENAM AOCTYNE K KOMMBHTEDY

¥ Wzmenenne Tuna yuetHoid sanncm

Windows CardSpace

:frI'IFJEEJ'IEHHE Ir1H¢CF]MﬂLI,Ir1CHHbIMIr1 K3apTamMK 408 NoJeniYeHna K MHTEQaKTHEHBIM CJ'I}'DKEEM

Puc. 2.6. OxHoO HACTPOKH y4eTHBIX 3anuceii Mojb3oBaTeei

BriGepure IMyHKT Y4eTHBbIE 3aMCH M0JIb30BaTeJIe.

Cucrema 0TOOPa3UT OKHO U3MEHEHUS ITapaMeTPOB YUETHOM 3aIlMCH TTOJIh30BATEN.
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BHeceHWe W3MeHEHWH B YUETHYH 3alWUCh NONL30BATENA

¥ Brnrouenmne win oTKIFOYEHNE KOHTPONA yHeTHbIX 3anucei (UAC)

¥ ¥Ynpaenenue yyeTHBIMK 33NNMCAMM NONB30BATENE

MzmeHeHne cBoEro pUcyHKa

UroBel CMEHWTE NAP0AE, HEXMATE Knasuwn "Ctrl+Alt+Del”, a 3atem kHonky "CMeda napona”

Puc. 2.7. OKHO U3MEeHEHHUSsI MAPAMETPOB YUETHOI 3aIIUCH M0JIb30BaTEIs

BeiOepute myHKT BriIIOUeHHE WM OTK/II0YeHHe KOHTPOJIst yueTHbIX 3anmuceii (UAC).
Cucrema otobpaszut coodmenue UAC o0 He0OXOAMMOCTH MOATBEPKICHHUS ACHCTBHSL.
Haxxmure xkHOnKy IIpOgO/IKHUTS.

Cucrema oToOpa3uT okHO u3MeHeHus napamerpos UAC.

BrntoumTs KOHTPOAL yueTHbIX 3anucel (UAC) aAna nosbllweHns 6e30NacHoOCTH

KoHTpone yuetHer 2anucell (UAC) nomoraer npesoTepatiTe HECAHKUWOHWPOEIHHEIE M3MEHEHWA Ha
KomMnetoTepe, PEKOMEHAYETCA HE OTKNHOYETE KOHTPONE YHETHEIX 3aNKCEN, YTC NOBBILIEET 3ALLMLLIEHHTCTE
KOMMEHITERE,

WMecnonezyiTe KonTpoae yyeTHeXx 3annced (UAC) ana 3amTel KoMNeHTEDE

10.

11.

12.

13.

14.

[ 0K l [ OTmeHa

Puc. 2.8. OxHo n3menenus: napamerpos UAC

Caumure 3anonHenue nons Uemoas3yiiTe KoHTpoab ydeTHbix 3amuceii (UAC) nas 3a-
IIHMTHI KOMIIBIOTEPA.

Haxwmure xHonky OK.
Cucrema BBIBEICT MTPEIOKEHNE TIPOU3BECTH ITepe3arpy3Ku CHCTEMBI.
Haxxmute xHonky Ilepe3arpy3ursb ceiiuac.

Cucrtema OCyIIECTBUT Ilepe3arpy3Ky CUCTEMBL.

[Nocne BBITIONHEHHS YKA3aHHBIX JCHCTBUA KOHTPOJIb YUETHBIX 3alHCEH Moyib30Barenell Oyaer ot-
KJIFOUYEH.
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2.2. YcTaHOBKaA / O6HOB/1IeHMe KOMIMOHEHTOB
APM knueHTa noacucrtembl MHTepHeT-K/1neHT

YcranoBky KOMIOHEHTOB APM KiMEHTa TOICHUCTEMBI HEOOXOIWMO OCYIIECTBISATH IOCIE Ha-
crpoiiku comyterBytorero I10 (cMm. pasa. 1.4 «Onwucanue nporecca moaroroku APM kiueHTa
nozacuctembl Matepuer-Kiment» [ctp. 10]).

B mporiecce ycTaHOBKH KOMIIOHEHTOB HOACUCTEMBI Mumepnem-Knuenm Ha 3Tare TOTOIHUTEINb-
HOM aBTOpPH3ALMK B ClIydae HUCIOJb30BaHus Opaysepa Internet Explorer 9.0 mosker morpeboBath-
Csl yCTAaHOBKA CepTU(HKATA OT IIEHTPA CePTUPHKALIN OaHKA.

Oo6HoBneHne KOMIOHEHTOB APM KiHMeHTa MOACHCTEMBI MOXKET OCYIIECTBISTHCS TOJIBKO C caiiTa
Oanka (cM. pasn. 1.5 «Onucanue mpouecca 0OHOBICHHUs KOMIIOHEHTOB APM kiuenta» [ctp. 10]).

st ycraHoBKH / OOHOBJIEHUSI KOMITOHEHTOB ToAcHucTeMbl Mumepnem-Kiuenm BBHITIOIHUTE ClIe-
JIYIOIIIUE IEUCTBUSA:

1. 3amyctute Mactep yCcTaHOBKH KOMIIOHEHTOB APM moxacucremslr Hrmeprem-Kiuenm c caiita
Oanka 1100 U3 TUCTPUOYTHUBA.

» Jlns ycraHoBKU KoMoHeHTOB APM noncucremsl Humepnem-Kiuenm u3 nuctpuOyTruBa
zanyctute Qaitn bSsetup.exe co CMeHHOro HOCHTENs, COIepPIKAIIero AUCTPUOYTHB
MOJICUCTEMBI.

o Jlns ycraHoBKH / OOHOBIICHHST KOMIIOHEHTOB APM kimeHTa mojcucreMbl Mumephnem-
Knuenm c caifta 6aHKa BBITIOJTHHUTE CIICAYIONIUE IEHCTBUS.

1. HaGepure B agpecHoii cTpoke Opay3epa aapec caiita, BblaHHOTO OaHkoM. Hampwu-
mep, ""https://bank.ru.

2.  OTkpoeTtcs TiIaBHas CTpaHMIA caiiTa. Takke Ha dKpaHe 0TOOPa3UTCSI OKHO 3arpy3Kd
komroHeHToB ActiveX.

Internet Explorer - NMpeaynpeMAeHHE CHCTEMBI BE30NaCHOCTH E |

Y¥CTaHOBWTEL 3TO NpOrpaMMHoe obecneuenve?

D A BSS Activeld library v.3.17.6.210
MsaaTens: 000 Bank's Soft Systems

He ycTaHaEMMEATE |

DEFANE! M3 MHTEpHETA MOryT BbITh NONE3HE], HO 3TOT THN harna MoxeT

¥ |QDnDnHHTeanD

NOEPEAMTE KOMNERITER, YCTAHAENMEAHTE TONRKD NporpanMel, NonYYeHHEIS OT
ACEESPASMOro M3A3TenA, DaKTopk pHcKa

Puc. 2.9. OxHo 3arpy3Kku KOMIIOHEHTOB
3.  Haxwmure kHONKY Y cTaHOBUTH (Setup).

4. TlosBUTCS OKHO BBIOOpA SI3bIKA KOMITOHEHTOB.
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Buibop A3bIKa |

-‘: ! BLIGEPHTE Hy¥HEIR A3RIK HE CNHCKA
1

IPychnﬁ

Puc. 2.10. B16op s3bIka
5.  BriOepure u3 pacKpHIBAIOIIETOCS CITHMCKA SI3BIK YCTAHOBKH M HaskmuTe KHOMKY OK.

2. B cayuae ecnu Ha [1K monb3oBaresist He yCTaHABIMBAIMCH KOMIIOHEHTHI TIOJICUCTEMBI, TO TI€-
perauTe K CIeayroneMy IyHKTY HHCTPYKITNH. B MpoTHBHOM citydae Ha dKpaHe OyIeT 0ToO-
paXeHO CIEeAYIONIee OKHO.

By a-e

Ha B awet komnesoTepe ofHapukeda Bepcka cueTeribl 160 BS-Chent v3 "WrmepHeT Fomsear”' farka BSS5L 017 peamsa (317 6.610)
Bit yeraHapmpaete cuctery [60 BS Chent v3 "Wnrepret K asent" Sareca deno Gaxk 017 penssa [3.17.6.610).

Ecrm Bei xoTume nepeycTanosums CHCTEMY ANA TEKYWEro Noas30saTend naneame KMoy "Tlpogomsums".
Ecrm Bl #0THTE YCTSHOEMTE CHCTEMY ANA HOBO D NONES0BETENA Hasture kHonky ' Tipononsumre

L0 OTMEHE! YCTSHOERM HaHMEITE KHONKY “OTreHiTe"

Orraera

Puc. 2.11. YBegomiaeHue 0 HAJIMYUM PaHHEH BepcHu
Haxxmute xHonky JdaJiee.

3. TIpomsoiiget mepexo/ B r1aBHOE OKHO MacTepa yCTaHOBKH.

i§ 60 BS-Client ¥3 "MHTepHeT-KneHT" M=l E3 |

Bac npUBETCTEYET Nporpattda WHeTannAuWd IO ;l
BS-Client +3 "Mureprer-K.auedr" kornadmm
BSS.

MNporpardraa BS S etup Wizard BEINOAHKT YCTSHOBKY
cicTemel JBO BS-Client 3 “MurepHeT-FaueHt"
faHka Jero Gank sepoud 3.1 7.6.610 Ha KomMneiTep.

JnA npogonkeHHa HaskmuTe kHonky " anee'.

S |
e

@ "B55" LLE
URL: v bzzpz com

MFPEOYNPEA OEHME: [aHHaA nporpardraa
ZEWMHIWEHA SAKO0HAMM 08 AETOPCKHR NPAESR W
FAEXAYHSPOAHEIMM COMASIWEHKAR,

o] | _>I_|
Hanee I OTrdeHa |

Puc. 2.12. I'1aBHO€e OKHO MacTepa YCTAHOBKH

4. Haxwmure kHonky [laJiee.
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5. IlpousoiigeT nepexon B OKHO BIOOpa KaTajiora yCTaHOBKH.

i) |60 BS-Client ¥3 "WMHTepHeT-KnHeHT" |_ (O =] |

Hastraure kHonky “Lanse', yTodkl YoTSHOEMTE B STY
manky.

Hastraure kHonky ..."', yTodkl BRINOAHKTE YCTSHOEKY B
APYryta Nanky,

B coyiae odHapy#EHMA pAHEE YCTAHOENEHHOMN BEEPCMM
ELIGON NYTH YCTAHOEKMK SY1ET HEAOCTYNEH.

Hamraure kHonky "anee''.

—_— —

-
[

Yeranoeka OBO BS-Clent «3 "WMHTepHeT-K auert" &
= Bank's Soft Systems

URL: o bssys. com Iu::'\F'n:ugram FilestBSS Internet-Clients |

Hazan OTrieHa |

Puc. 2.13. Bp16op kaTajaora ycTaHoBKH

6. Haxwmure KHOIIKY = CTaHJIaPTHBIM 00pa30M BBEIOEPUTE KAaTaJIOT YCTAHOBKH.

NMpuMmeuvanue
B ciyuae oOHapyKeHHUsI paHee YCTAaHOBJICHHOW BepCHU BBIOOP KaTajiora yCTaHOBKH OyneT He-

JOCTYIICH.

7. Haxwure xHoTIKY Jlajee.

8. Cucrema oCyIIeCTBUT yCTAaHOBKY KOMIIOHEHTOB W Ha DKpaHE IMOSBUTCS COOOIEHHe 00 yc-
MENTHONW YCTaHOBKE ITOJICHCTEMBI.

._%J Mporparea BS5etup Wizard yonewHo yoTaHoekna B0 B5-Chent v3 “WHTepHeT-KnuexT" B2poie 3.17.6,610 Gamra Aemo BaHK

Bbl HoMeTE 33ATH B MHTEpHET-BaHK No aapecy:
bkt P bark, g

Ana Bawero y4obcTEa 3TA CoBINKa Tawe Beina pasmewexa B meso "Tyo"...

Puc. 2.14. CooOurenne

9. BuumatenbHO npouTUTE coobuIeHne U HaxkmuTe KHONKy OK 11151 3aBepIieHus ycTaHOBKH.

2.3. HauanbHana HacTpouka NOoACUCTEMDbI
NHTepHeT-KnineHnr

HauanpHas HacTpolika MOJCUCTEMBI OCYIIECTBIISETCS MOCHE YCTAaHOBKH KOMIOHEHTOB APM kiu-
edta mojacucremsl Mumepuem-Kauenm (cMm. pasa. 1.4 «Omucanue mporiecca moArotroBku APM
kiaueHTta noacuctemsl MuaTepaeT-Kiment» [crp. 10]).
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2.3.1. HayanbHaa HacTpoMkKa napaMeTpoB Bxoaa B
CUCTEeMYy C TUMNOM 3aLMTbl KaHasa OAHOCTOPOHHUMN SSL

IIpu mepBOM BXO7€ B CUCTEMY OJB30BATEN0 HEOOXOIUMO HACTPOUTH MapaMeTphl, OTBEUAIOIINE
3a PacloIOKCHUE KpUNTOoTrpapuueckux Kitouei. /i storo:

1.

B cootBercTBHH C 11. 1 10K. Pyxosodcmeo noavzosamens - . 6 10K. Pykoeodcmeo noav3osea-
mens (npu pabote cuctemsl B pexume [[C) win 1. 1 10K. Pykoeodcmeo noavzosamens - m. 5
IOK. Pyxosoocmeo noavzosamens (npu pabore cucrtemsl B pexxume PC) pasa. 3.1.1 «Bxon B
CUCTEMY C 3alllUTOM KaHaja OJHOCTOPOHHMI SSL» ocCylecTBUTE BHIOOp OpraHU3aIuH, OT
MMEHHU KOTOpOW Bl paboTaere, U MOAPa3JICICHUs], B KOTOPOM OCYIIECTBISICTCS 00CITyKUBa-
Hue opranuszaruu (mpu pabote cuctemsl B pexume [[C).

Ha CTpaHUIIC I[OHOJIHI/ITQJILHaSI AaBTOpPU3alMsd BBIIIOJIHUTE HaCTpOfIKy napamMeTpoB, OTBEC-
Yarnuiux 3a pacriojIOXCHUEC KpPIHTOI‘pa(I)I/ILICCKI/IX KJIIOUCH.

¢ \

OnA BX003 B CHCTEMY TREBYRTCA JONONHHMTENEHAA JETORMSALMA.
BrificpMTe aG0HEHTa, OT MMEHW KOTOROM BY0eT NPOMSEEAEHS JONONHATENLHEA
ABTOPUZALMA:

* 1 SignPrermiera =
™ 28ignPrermiera

EyneT NpoMsee0eH TECTOERIR CRAHE CEASM C NPOEEPKON KNndel 3LMN
HACTROWTE NAPAMETREI KNOYEELX HOCHTENEA AB0HEHTOR MOMXHO 2080k,

il

Hane

Puc. 2.15. Crpanuna /{onojHuTeIbHAS ABTOPH3ALMA

a. B Omoxe BrIOOpa ykaxknre Ha3BaHue aboHeHTa Oll, OT MMEHN KOTOpPOTO OYIET BHIMOIN-
HSTBHCS IOTIOJTHUTENIbHAST aBTOPH3ALIHSL.

b. BeImonHuTe HACTPONKY HapaMeTPOB KIIFOYEBBIX HOCHTENEH.

A. HaxwmuTte 1eBOi KHOIKOW MBIIIA HA CCHUIKE JJI HACTPOWUKH IMapaMeTpOB KITIOYeE-
BbIX HOCUTENEH.

B. Ortkpoerca okHo Hacrpoiika mapaMeTpoB KJ/I04eBbIX HOCHTeJell a00HEHTOB
Il
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: HacTpoiika napaMeTpoE KNHUEELIK HOCUTERER aboHeHrTos LM — Web Page Dialog

HacTporka napameTpoB KNoYeBkIX HocuTener aboHenToe 31N

Eeilefare a00HEHTS, NApaMeTERI KNDHSE 01D HOCATEN S §0TOROM TPeOYIT HACTEOOARN . BHECHTE H20TXO0KMEIR ASMEHEHAA.
WOENATECE, HTO MECTD AREHEHN A NANSMETE0E EIYSEOM HOCWTENA B BIGREHH0M A00HEHTE COOT BETCTEYET BIE WMk NOIOKENEHK Hl.

BhIAROWTE A0REHTE.

= 1 SignPremiera
" 2BignPrerniera

MADAMETEIR ENDHEE 00 HOCHTENA.

TR AN CEERETHOMN KNoda |D:1.BSS Btands\ I 7AZE1020060 KEEYEN1 000003 _1 IZIUUUDT@‘-EIS_CRTC‘I.CWFJMF.

DAAN OTKRELTOr KNKOUS |D:IBSS BtandsW 70281020060 EYEN1 000003_10000 III']MEIS_CRTC‘.CNMMF!

AHRPEETIRHA ENDAROUHKES COOTHOUKATOR |D:IBSS Btands1 74281020080 KIKEYEA1 000003_10000 I]1mEIS_CRTC‘.Cr\,lmD1F-

BLIGERMTE MeCT XpaHeHHa NapaMeTHoE:

& Ha cepeepe faHia
= Hanokanedom KOMNBHITERE

“ OTMEHMTE

Puc. 2.16. Oxno HacTpoiika napaMeTpoB KJII04eBbIX HocuTe el aGoHeHTOB 11

C. B Gnoke Boibopa Bridepure aGoHeHTa BoiOepuTe Ha3BaHue aboHeHTta D11, 1iist Ko-
TOoporo Bbl XO0THTE BBHIMONHUTH PEAAKTHPOBAHHE MECTa XPAaHEHUS M MapaMeTphl
KITIOYE€BOT'0 HOCUTENS a0OHEHTA.

D. B Omoke IlapamMeTpbl KJIHY€BOr0 HOCHTENS YKOKUTE PacrojiokeHue ¢aiiinoB
xiroueoro Habopa CK3U. Habop moseit, npencraBineHHBIX B O10ke [MapameTpsl
KJI04eBoro Hocuressi, 3apucut oT Buga CK3UW momp3oBatens. IloagpobOnee
cm. mpuit. A «ITapamerpsr CK3U, moctymnHbie st penaktupoBanus» [crp. 29].

NMpuMmevyaHue

B psine ciyuaeB cepTudukaThl (OTKPBITEIC KIFOYH) MOTYT XPaHHUThCS HE Ha CMCH-
HBIX HOCUTEINSX, a B BJI cUCTEMBI U CUUTHIBATLCS OTTYA Ha JETY IPU HEOOXOAUMO-
cTu. B 3TOM citydae 3aaBaTh pacloioKeHue (ailla OTKPBITOro KI04a U Pacroso-
JKEHHE KaTauora CIpaBOYHHUKA CEPTH(HUKATOB HE HYXKHO.

E. B Onoke BeiOopa Bridepure MecTO XpaHeHHs mapaMeTpoB 3aaaliTe crocod xpa-
HeHHs napameTpoB abonenTta OI1.

e Jlnsg Toro 4TOOBI TaHHBIE TTApaMeTPhl XPAHWIIUCH B 0a3e MaHHBIX OaHKa BHIOE-
pute 3HaueHne "Ha cepepe 6anka”. Oum OyayT xpaHuTbes Ha cepepe JIBO B
HacTpOWKaxX aKTUBHOTO cepTHU(HUKATa B KpHUIITONpPOdHIe yKa3aHHOTO abOHEH-
Ta.

e Jlns TOro 4TOOBI HACTPOWKH XPaHWINCHh Ha TEKYIIEM KOMIIbIOTEpPE BBIOCpPHTE
3Hauenue ""Ha nokanpHOM KoMmmbloTepe". CoxpaHeHue OyneT OCyIecTBISIeTCS
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B (aiine xonpurypamu BSSCrLoc.cfg. Xpaunsmuecs J10KaIbHO, HACTPOIi-
KU JICHCTBYIOT Ha BeCh KpUNTONPO(MIb B 1esioM (TO ecTh Ha JI0ObIe KITIOYH,
OTHOCSIIMECS K JAHHOMY KPHIITOIPOQHIIIO).

F. Haxwmute kHonky OK. Cuctema BBINOIHUAT IPOBEPKY KIFOUYEBOrO Habopa.

G. B ciyyae BBOJIa HEKOPPEKTHBIX 3HAYCHUI MTapaMeTPOB KIIIOYEBBIX HOCHUTEICH WU
UCIIONIb30BaHMsI HEBEPHBIX KIIFOUEBBIX HAOOPOB CHUCTEMa BBHIBEAET COOTBETCTBYIO-
miee coobmeHne o0 ommbOke. 3HaueHus: mapameTpoB Osioka [lapamerphl KiIo4e-
BOT0 HOCHTeJIsI He OyyT coxpaHeHsl. Bepuurecs k 1. 2.b.C.

c. Ilocne BHIMONHEHWS HACTPOWKH MapaMETPOB KIFOUEBBIX HOCHTEIEW Ha)XKMHUTE KHOIKY
Janee.

3. 3asepmmte BxXox B cucTeMy B COOTBETCTBHH C M. 8 JO0K. PyK08oOCmeo noib3oeamelis VH-
crpykiuu pasa. 3.1.1 «Bxoj B cUCTeMy C 3alllUTON KaHaia OIHOCTOPOHHMA SSL».
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s oomena unpopmanueit mexxay cucremoit "JIbO BS-Client” u BC "1C: Ipeanpusitue” npen-
OTIpeICIEHHBIMHU SBJISTFOTCS CJIETYTOIIHE YCTAHOBKH:

A.l.

A2.

A.3.

Excellence 4.0

JupexTopus cekpernoro kiro4da / Secret key directory — myTs k katanory, B KOTOpOM Xpa-
Hutcs daitn cexpeTHoro kitova (abonent.key);

JupexTopus oTkpbIToro kiaroda / Public key directory — nmyTts k karanory, B KOTOpOM Xpa-
HUTCA (il KaTanora OTKpBITHIX Kitoueit (catalog.key);

Pa6ouas mupexropus / Work directory — myTs k padouemy katanory Excellence.

Crypto-C

daiin cexperHoro kiaroua / User Secret key — myTh k Katanory, B KOTOPOM XpaHHUTCs (aiin
CEKpeTHOTo Kiroua ((ailir ¢ pacimpeHnem .Sec);

®aiis oTkpbiToro kiarova / User PKey / Certificate — myts k karanory, B KOTOPOM XpaHHT-
cst (aiin oTkpbIToro kimova (daiin ¢ pacummpenuem .pub);

JupexTopusi cnpaBoyHuka cepruduxaros / Abonents dir — myTs K KaTajaory, B KOTOPOM
XpaHATCS (Qailiibl OTKPHITHIX KITFo4Yer Bamux aboHEHTOB.

Crypto COM/2.2

Jupexropus cexpernoro kiaroda / Secret Path — myTts x kaTamory, B KoTopoM XpaHuTCS ce-
KPETHBIN KITIOY;

OtkpeiThIi K04 / Current user certificate — monusrii myTh K (aifiry OTKPEITOrO KIIf0Ya;

JlupeKkTopHus OTKPHITHIX KJwoueil adonentos / Public Path — myTs x karanory, B koTopom
XPaHSTCSA OTKPHITHIE KIIOUN Bammx aboHEHTOB;

®aiinn CY / Random file — mosnHelil yTh K (aiiny BEKTOpa HHUAMATN3AIMN JaTIMKa CITydaii-
HeIX grcen (@rand).

A.4. OpenSSL

®daiia cexkperHoro karoua / User Secret key — mosHbIH myTh K Gaiiiny CeKpeTHOTo KiIroYa,

daiin orkpeiToro kioyva / User Certificate — mosnusiii myTsh k aitny ceprudukara (OTKpbI-
TOTO KJIFOYa);
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JupexTopusi cnpaBoyHuKa ceprudukaros / Abonents dir — myTe K KaTajaory, B KOTOpOM
XpaHsTcs ceprudukatsl abonentos DI,

Hupextopus ceprudpuxara LA / CA dir — nyTh Kk KaTajory, B KOTOPOM XpaHUTCs cepTU(HU-
kat llenaTpa ABTOpH3anmy;

JupexTopusi cMMCKOB 0T03BaHHBIX cepTudukaroB / CRL dir — myTs x kaTtanory, B KOoTO-
poM XpaHsaTcs (Hailyibl CHMCKOB OTO3BAHHBIX CEPTH(PHKATOB;

®aiin CY / RND file — nonHeIit myTh K (aiiiny BeKTOpa HHUIHATA3AIMN JATYMKA CIIy4alHbIX
qucen (@rand).

A.5. Verba-OW/4

KuroueBoe ycrpoiictBo / Key device — Tur KIIF04€BOTr0O YCTPOKCTBA;

JupexTopusi cekpeTHOro kiaw4a / Path to secret — myTh K Karajaory, B KOTOPOM XPaHUTCS
CEKpETHOM KITIOY,;

JupexTopusi oTKpbITOro Kiaoya / Path to public — myTs k kaTanory, B KOTOpOM XpaHSTCS
OTKPBITBIC KITFOUH.

A.6. CryptoPro CSP/1.1

®aiin mmuHoro ceprudukara / User certificate file — momubrit myTh K ¢aitnmy Barmero cep-
Tu(uKara;

Hupexrtopus cepruduxaros I[C / CA certificates dir — myTs k kKaTamory, B KOTOpoM Xpa-
HATCS cepTHdHKATEI KOpHEBBIX LlenTpoB CepTrduKarium;

Jupexropusi ceprudpuxaroB aponentos / Abonents certificates dir — nmyTs k kaTanory, B
KOTOPOM XpaHsTcs cepTuduKaTel Bammx aboHEHTOB,;

JMpekTopusi CNMCKOB 0T03BaHHBIX ceprudukaroB / CRL dir — nyTs k kaTtanory, B KOTO-
POM XpaHSTCSI CIUCKH OTO3BAaHHBIX CEPTU(DHUKATOB.

A.7. Ms Crypto API 2.0

NMpumevyanue
JlaHHBII TUI KPUNTO3AIUTHI Henonb3yercs i cneayrommx CK3U: Crypto Pro CSP 2.0, Crypto Pro
CSP 3.0, Crypto Pro CSP 3.6.

®aiin imuanoro cepruduiara / User certificate file — momusrit myts k daitny Barero cep-
THUKATA;

Hupextopus cepruduxara LA / CA certificates dir — myts k Karajgory, B KOTOpOM Xpa-
Hutcs ceprudukar Llentpa ABTopusanuy;

JupexTopus cnpaBouHnka cepruduxaros / Abonents certificates dir — myts k karanory,
B KOTOPOM XpaHATcs cepTudukarsl aboHentos JlT;
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* JlupekTopusi cucKoOB 0TO3BaHHBIX cepTrudurkaroB / CRL dir — myTs k Karajiory, B KOTO-
POM XpaHSATCS CHMCKH OTO3BaHHBIX CEPTU(DHUKATOB.

A.8. LAN Crypto/2.35

*  ®@aiis cekpeTHOro Kio4va noamucu / Sign private key — nonusiii myTh K (aiiiry ceKpeTHOTo
KJTFOYa MOMUCH;

* daiis1 cIpaBOYHHKA OTKPBITHIX KJIWYeil moamucu / Sign vault — monHelid nyTh K daitny
CIIPABOYHUKA OTKPBITHIX KIIFOUEH MTOAINCH;

e aiia cekpeTHOro Kiw4a oomena (mmudpposanus) / Encrypt private key — nonssiit myts K
(aiiiry ceKkpeTHOro Kiito4ya oOMeHa (mmppoBaHus);

e aiiJ cIpaBOYHMKA OTKPBHITHIX KiK4eii ooMeHa (mupposanus) / Encrypt vault — mon-
HBIH yTh K (aiiiTy cripaBOYHUKA OTKPBITHIX KiIouei ooMmeHa (mudpoBanusi);

e TTopt Toch Memory / Touch memory port number — romep COM-mopta touch memory
(tabneTkn).

A.9. Message-PRO 1.1, 1.3x, 2.X, 3.X

e aiia anunoro ceprudukara / Current certificate — nonuelii nyTh k Qaiiny Bamero ceptu-
¢ukara,

e KaraJjor cepruduraros Bamux aGonentos / Certificate directory — myTts k karajory, B
KOTOPOM XpaHsATCs cepTudukarsl abonenTos Ol

* Karasor cexpernnix kitoueii / Private disk directory — nossslii myTs K ¢aiiny Barero ot-
KPBITOTO KJII0Ya,;

* Karanor renepanuun HoBbIx Kiaroueid / New Keys Path — s BeimonHeHus nepereHeparuu
KiIroueid HacTpoiika yrwmntel AdMINPKI nomkHa cOOTBETCTBOBATH 3HAYCHHUIO JAHHOTO Mapa-
METpa;

» KaraJjor cepruduxaron nenrpon ceprudpuxamun / CA directory — myth K Karaaory, B KO-
TOPOM XPAHSTCS CepTHMHUKATHI IEHTPOB CEPTU(HUKAINK; B CIIydae IMyCTOr0 3HAYCHHS 3a yKa-
3aHHBIN Katanor npuHuMaercst <Private disk/directory>\CA,

* Karajor cnuckoB oTo3BanHbIx cepruduxaros / CRL directory — myrs k karamory, B Ko-
TOPOM XPAHSTCSI CIIMCKH OTO3BaHHBIX CEPTU(PHKATOB; B CITydyae MyCTOrO 3HAUCHUS 33 yKa3aH-
HbII KaTasor npuaumaetcs <Private disk/directory>\CRL.

A.10. Kpunto-KOM 3.2

* YkakuTe NOJHBIA NyTh K (ailny Bamero oTkpeITOro Kirw4a — myTh K KaTajaory, B KOTO-
pOoM XxpaHuTcs (aiir,

*  VYkakure NOJHBIH NYTh K KaTajaory Bamero cekpeTHoOro KJw4a — nyTh K KaTajory, B Ko-
TOPOM XpaHMTCH CEeKpeTHHIM kirou (Habop daitnmoB masks.db3, kek.opq, rand.opq,
mk . db3, moakaranor KEYS);
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* VKakuTe TUPEKTOPHIO, B KOTOPOil HAXOAATCS OTKPBIThbIe KJIK4YH Bammx agoHeHTOB —
MyTh K KaTaJory, B KOTOPOM XpaHsTcs (ailibl OTKPBITHIX KiIrouel Bammx aOoHeHTOB ((aiiibl
C paciiupeHueM - pub).

A.11. AraBa-C

* ®aiiax oTkpbIToro kimoua / Public key file — momublid myTh K (aiimy Bamero OTKpHITOro
KJTFOYa;

» Karajor cexpernbix kimoueii / Private keys folder — katanor ¢ Bammmu ceKpeTHBIME KITFO-
qamu;

e KaraJjor cnpaBounnka ceprupukaros / Folder for the register of certificates — xaranor,
B KOTOPOM HaxoJsATCs (DaliTbl OTKPBITHIX KITFoUel Bammx aboHEeHTOBR.
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